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Cybersecurity talent is still
lacking, while the level of cyber
understanding in the workforce
is generally low, with
miscommunication between the
experts and business leaders.

Öykü Işik (moderator)
Assistant Professor, Information Systems Management, Vlerick Business
School
Ms Işik said that the core value of disruptive technologies is the way they change the way
we collect, store, analyse and disseminate data. It’s therefore no surprise to find data
referred to as “the ultimate gold rush” because data is the most valuable currency of the
digital economy. She said that “by 2020, ten percent of organisations will have a highly
profitable business unit specifically for productizing and commercializing their information
assets.” However, connections to computer systems are wholly untrustworthy and
vulnerable, which is a poor foundation for building an information society. For these
reasons, global spending on cyber defence products and services is increasing and is
expected to exceed $1 trillion by 2021. Unfortunately, criminal activity is increasing in
parallel. She remarked that many businesses are still beginners at data-use governance,
with only about half of organisations requiring employee training on privacy policies and
practices, or possessing an accurate inventory of personal data. In addition,

“Cybersecurity talent is still lacking, while the level of cyber understanding in the
workforce is generally low, with miscommunication between the experts and business
leaders.”

In her opinion, Ms Işik considers that cybersecurity is a socio-technical systems problem,
stemming from a mix of technical, human and organisational causes, with the vast majority
of cybersecurity breaches caused by people and processes, not technology. Consumers
are becoming more aware of how their personal data could be being used, but there is
still a lot of room for improvement in many areas pertaining to data security. She briefly
described the various EU-level solutions geared toward cybersecurity, such as ENISA and
its new role; emerging technologies and their disruptive potential (Blockchain, IoT, AI); the
influence of new technologies on legislation; and actions to involve and inform citizens.

We have therefore
strengthened ENISA
Agency by increasing its
budget, staff and providing
it with a permanent
mandate.

Axel Voss
Member of the European Parliament
Mr Voss welcomes the global digital evolution, but is aware that the increasing number of
cyber-attacks shows the vulnerability of our data and the need to protect data. He said
that the topic of cybersecurity has been very prominent on the EU level for a while now.
He described the new proposal for an EU Cybersecurity Act as having two objectives: to
improve consumers’ trust in digital technologies and to reinforce Europe’s cybersecurity
efforts through European cybersecurity certification schemes. He pointed out that some
Member States already have high-quality certification schemes in place but others still
lack behind. To bring all Member States up to speed and to ensure that Europe is
equipped to face the challenges the IoT world is imposing on industries and consumers,
a more coordinated European approach is needed. Europe must be able to react in a
rapid and coordinated way to tackle attacks like ‘WannaCry’. “Cyber-attacks do not stay
within borders, so our answers to these attacks cannot either!”
To put a strong European system in place, the European Parliament believes that a strong
EU Agency for Network and Information Security (ENISA) is needed. Cyber attacks need

to be tackled faster and in a more coordinated way, which requires a strong ENISA with a
permanent mandate, more staff and a higher budget that works well with national
regulatory authorities for certification. In addition to operational cooperation, capacity
building and information provision, ENISA will also be responsible for the preparation of
Candidate European Cybersecurity Schemes. “We have therefore strengthened ENISA
Agency by increasing its budget, staff and providing it with a permanent mandate.”

Above all, the industry must be considered when creating certification schemes. In
addition to the ENISA Advisory Group, there should also be a Stakeholder Certification
Group consisting of a general advisory group and ad-hoc advisory groups for the
preparation of individual certification schemes. This composition can better guarantee
that the know-how of the industry and other relevant stakeholders of ENISA is taken into
account.
Therefore, according to the European Parliament’s position, consumers need to be
provided with product information for certified IoT devices, services and processes so that
they can learn more about the security level and the risks against which the IoT device
can provide resistance. Mr Voss also said that the consumer needs to be informed about
available updates and recommended actions which allow the consumer himself to
arrange for more cybersecurity.

Then the difficult work starts, to
put forward schemes and build
consensus. ENISA has a heavy
responsibility to consult all the
stakeholders and bring possibly
diverging views to the table to
come up with a common
approach.

Aristotelis Tzafalias
Assistant Policy Officer, DG CONNECT, European Commission
Mr Tzafalias discussed the range of activities necessary to improve cybersecurity; the
Cybersecurity Act is one of the Commission’s latest initiatives, but there are many other
activities proposed and ongoing. “There is no one single action, although sometimes it’s
hard to coordinate them all and find the right priorities.” He focused on certification and
where it fits into the global picture. He said that cybersecurity certification is about two
things: improving trust and reducing uncertainty. The Commission would like to see
certification performed the same way across the single digital European market. Another
element of certification is that not everyone faces the same risks, nor is a product used in
the same way in every application. This implies that certification has to be risk-based,
because one set of assessment methodologies or requirements is not possible, neither is
one set of standards. “Flexibility is therefore necessary,” said Mr Tzafalias. He said that in
the Commission’s proposal the role of industry and of Member States is clearly defined,
and he hopes that by the end of the year there will be political agreement in the trialogs
with the Parliament and Council, leading to adoption early next year. “Then the difficult
work starts, to put forward schemes and build consensus. ENISA has a heavy
responsibility to consult all the stakeholders and bring possibly diverging views to the
table to come up with a common approach.”

Attribution involves identifying
criminals and actors with
malicious intentions who try to
steal information or money from
citizens, finding evidence that
would hold up in court, and
contribute to their prosecution.

Gregory Mounier
Head of Outreach and Stakeholder Management, EC3 – European
Cybercrime Centre
Mr Mounier’s theme was the law enforcement contribution to cybersecurity, which focuses
on attribution. He said that “attribution involves identifying criminals and actors with
malicious intentions who try to steal information or money from citizens, finding evidence
that would hold up in court, and contribute to their prosecution.” He said that this

approach complements the parallel aspect of increasing the security defences and cyber
resilience against attacks. He said that this complementary approach to cybersecurity
(attribution and defence) is fully supported by the Commission. However, he also believes
that the EU could be better at attribution and he sees a certain degree of self-inflicted
harm in the EU and gave two examples. One is that in Europe since 2014 there is no
harmonised data retention rules in Europe and this is severely hampering online criminal
investigations since in some EU countries electronic evidence stored on ISPs and
electronic service providers’ networks are no longer available after a very short period of
time. Secondly, Europe should be moving to IPv6, the most recent version of the Internet
Protocol, so as to improve the general European capacity to identify individual
subscribers on the basis of an IP address and improve deterrence to commit crime
online.

Mr Mounier also thinks more could be done to respond to the shifting geopolitical climate
(e.g. new US administration, Brexit) by developing further independent European cyber
attribution capabilities, pulling EU MS’ resources together and creating strong European
coalitions to fight cyber-crime. Finally, he applauded the Commission’s work to come up
with the EU Cybersecurity Response Framework, although he wonders whether attribution
and deterrence should not play a more prominent role in it.

The goals of the Charter of Trust
are to protect the data and
assets of individuals and
businesses; prevent damage to
people, businesses, and
infrastructures; and build a
reliable basis for trust in a
connected and digital world.

Vibhu Sharma
Trusted Digital Transformation, Siemens
Mr Sharma spoke about the transformation, higher efficiency and reduced cost of
manufacturing thanks to new digital technologies such as the IoT. He said all aspects of
digitalisation depend on trust, and where trust breaks down, damage results across the
whole ecosystem with no boundaries as to nation or company. He explained that Siemens
has developed a Charter of Trust that lists ten principles which the company believes are
going to raise the bar for cybersecurity, as well as provide some attribution capability. The
Charter is a result of teaming up with various governmental and business partners. One of
the initiative’s key objectives is to develop and implement rules for ensuring cybersecurity
throughout the networked environment. The ten principles are: Ownership of cyber and IT
security; Responsibility throughout the digital supply chain; Security by default; Usercentricity; Innovation and co-creation; Education; Certification for critical infrastructure
and solutions; Transparency and response; Regulatory framework; and Joint initiatives. Mr
Sharma said that “the goals of the Charter of Trust are to protect the data and assets of
individuals and businesses; prevent damage to people, businesses, and infrastructures;
and build a reliable basis for trust in a connected and digital world.”

Microsoft has launched the
Digital Peace Now initiative to
encourage people to put an end
to cyber warfare as well as
stopping attacks from spreading
into the physical world.

Līga Raita Rozentāle
Director of Cybersecurity Policy, Europe, Microsoft

As an industry representative, Ms Rozentāle said that the future of cybersecurity depends
on continually building trust in cybersecurity products and services, and strong
cooperation between governments, industry and civil society. She gave some examples
of how Microsoft is active in various areas. One of these is election security, where the
company is working with the European Parliament and other parliaments to make
elections and election emailing more secure. In Brussels, Microsoft is holding a series of
training workshops on what they can offer European civil servants to help them increase
their cyber hygiene. The company is also involved in European legislation such as the
Cybersecurity Certification Framework where they see it’s vital to keep industry involved in
the loop. Looking at the digital single market, Ms Rozentāle believes it’s extremely
relevant how Europe develops its cyber/industrial future and how SMEs are activated. In
this area, Microsoft wants to be seen as a facilitator rather than a competitor. The
company also cooperates with law enforcement agencies such as Europol, which has led
to successful disruption of various cyber attacks. She believes that Siemens’ Charter of

Trust is an excellent example of how industry can work together and cooperate on
establishing norms for responsible behaviour of industry and the private sector. Finally,
she mentioned that in a bid to raise awareness, “Microsoft has launched the Digital Peace
Now initiative to encourage people to put an end to cyber warfare as well as stopping
attacks from spreading into the physical world.” The petition calls upon world leaders to

help effect change in this respect and to stop the weaponization of the digital world.

Open discussion
Panel One: Fighting cyber threats – is the European Union heading in
the right direction?
The Moderator asked panellists what they consider to be the most pressing short-term
challenge(s) for cybersecurity. For Mr Voss, the priorities are money for investments, the
strong political will to build up a strong infrastructure and network, and the know-how to
implement everything necessary. Mr Tzafalias believes it’s important to find out who should
bear the cost, as cybersecurity is a shared responsibility, and clearly identify who is
responsible for what aspect, and invest accordingly. Mr Mounier agrees that the issue to be
addressed is “where is the money coming from?” as it’s a global problem, but he is also
aware that the planet faces multiple huge challenges such as climate change and poverty,
in addition to cybersecurity. “From an industry perspective,” said Mr Sharma, “investment
cost is a massive challenge,” adding however that the clear value proposition of
cybersecurity is not so obvious to business leaders or customers. He also sees the
availability of the right competences as crucial. For Ms Rozentāle, all actors must
immediately take responsibility for their particular area and energize the relationship
between industry and the public sector.
A delegate asked how panellists see the role of emerging technologies such as artificial
intelligence in helping to boost cyber resilience and tackle some of the emerging threats.
Ms Rozentāle said that there has to be a balance between the ethics of developing AI and
the regulations that have to be in place, while at the same time stimulating innovation in the
use of AI.

A delegate wanted to know how the roles and responsibilities are divided between
Europol and the cyber prosecution departments which are emerging in some Member
States, and if there are best practises for companies wishing to report an attack on their
systems in order for prosecution to commence. Mr Mounier said that the cooperation
between the agencies mentioned are rather traditional. The police is tasked to find
evidence of a crime, which is then provided to the cyber prosecutor. He said that “the fact
that lawyers and prosecutors are now more ‘cyber savvy’ is making the life of a cyber
investigator easier and the whole attribution process more efficient.” Regarding input from
companies, this has to happen at national level. In some countries there are dedicated
services to receive such notices and reports.
A delegate asked for the views of panellists on the Cybersecurity Act, and is concerned
that Parliament and Council are disagreeing as to the level of stakeholder involvement in
each cybersecurity scheme. Giving the Commission’s viewpoint, Mr Tzafalias said that
both Parliament and Council have insisted that the role of stakeholders other than
Member States is more explicitly mentioned and highlighted. “The difference in opinion is
in the method put forward, but as the political will is present I am confident of a solution.”
Ms Rozentāle said that Microsoft is supportive of the proposal, and sees a lot of
improvements from Parliament and Council. She definitely supports any move for
increased industry involvement in certification schemes, but is against mandatory
certification and the introduction of redundant product declarations. Mr Sharma sees the
Act as a level playing field that will “raise the cybersecurity fence”. He thinks that when it
comes to critical infrastructure, the stakes are so high that there has to be some sort of
mandatory certification. He likes the approach taken for minimum baseline features. Mr
Voss sees it as a good starting point. He would still like to see more being done – faster –
as the challenges are massive. He would like to see more exercises being conducted so
that citizens and industry are better prepared for potential emergency situations. Mr
Tzafalias added that the Cybersecurity Act is not the only initiative that the Commission is
taking in the area of cybersecurity. He pointed to the NIS Directive, the work being done
on the liability of new emerging technologies, the report on the review of the Machinery
Directive, and the Medical Devices Regulation.

Banking the unbanked is
also an important priority,
and these new technologies
have a key role to play in
fighting poverty.

Cătălin Sorin Ivan
Member of the European Parliament
Mr Ivan discussed the challenges that digitalisation presents to lawmakers, especially for
those in Parliament with a limited technical know-how, which is why MEPs discuss with
specialists in the new emerging technologies. This was behind the decision when
discussing the first FinTech report to go for a principle-based legal framework, “because
a more strict framework would kill creativity.” He said there are three points of view
regarding digitalisation that have to be taken into account. The business perspective:
companies such as banks are not ready to share their databases with small FinTech
intermediaries. The policymakers’ perspective: in Parliament, probably only around 50 out
of 752 MEPs know Blockchain and its impact in the future, which makes it difficult to
discuss. According to Mr Ivan, the most important perspective is that of ordinary citizens,
where digital literacy and financial literacy are key. Citizens need to be prepared to deal
with the new technologies, and be informed how new applications and services can help
their lives. “Banking the unbanked is also an important priority, and these new
technologies have a key role to play in fighting poverty.”

Blockchain introduces new
paradigms and collaborative
models in the digital economy
and leads to new opportunities
that Europe must seize now.

Pēteris Zilgalvis
Head of Unit F3 - Start-ups and innovation, DG CONNECT, European
Commission
Mr Zilgalvis focused on EU policy initiatives and support measures for Blockchain. He
said that “Blockchain introduces new paradigms and collaborative models in the digital
economy and leads to new opportunities that Europe must seize now.” For this to happen,

policy measures and a regulatory framework are needed, while the EU blockchain
ecosystem needs to be reinforced. Blockchain can lead to opportunities to improve
public/government services across borders, and Europe needs to display a trail-blazing
role for public organisations and the private sector. In March 2018 the FinTech Action
Plan was introduced, with the aim of helping the financial industry make use of rapid
technology advances such as Blockchain and other IT applications, and strengthen
cybersecurity. It will enable innovative businesses to scale-up, support the uptake of new
technologies, and provide an overall Blockchain strategy beyond FinTech. Mr Zilgalvis
remarked that in April, the European Blockchain Partnership was launched with the aim
of, amongst others, recognising the potential of Blockchain to transform digital services in

Europe and benefit citizens, society and the economy. In addition, the EU Blockchain
Observatory and Forum gives advice, information and analysis. Recently they published
the GDPR and Blockchain report. It focuses on the identification and obligations of data
controllers and processors; the degree of anonymization of personal data; the exercise of
some data subject rights; guidance for entrepreneurs and innovators; and R&D efforts
ongoing by the community. Mr Zilgalvis also touched on other actions such as
standardisation, interoperability, funding R&I actions through EU programmes, and
moving from Proof of Concept to implementation.

It’s vital to understand if and how
the new, emerging technologies
such as Blockchain and artificial
intelligence might put the
principles of data protection and
regulation in danger.

Wojciech Wiewiórowski
Assistant Supervisor, EDPS - European Data Protection Supervisor
Mr Wiewiórowski talked about the balance of cybersecurity and privacy; in his opinion
there is no general problem between these two concepts. He introduced the challenge of
the access of public bodies to personal data, which are stored in different databases and
information systems around the world. He said that the data protection authorities have
developed four pillars for legitimate intrusion into privacy: 1. Requirements for processing
should be based on clear, precise and accessible rules. 2. Demonstration of necessity
and proportionality for the intrusion. 3. The existence, activity and possibility of using an
external, independent oversight mechanism. 4. The availability of redress for those whose
data is used. Moving on, Mr Wiewiórowski stated that interoperability will have to exist,
that AI will work, that Blockchain is the future of business models to be used, but that any
problems arising from these technologies must be addressed and solved as quickly as
possible. In this respect, he said that “it’s vital to understand if and how the new,
emerging technologies such as Blockchain and artificial intelligence might put the
principles of data protection and regulation in danger.” This for Mr Wiewiórowski is the

key question to consider.

There is an increasingly
complex legislative framework
designed to tackle the effects
of financial crime, but is it
working?”

Vivienne Artz
Chief Privacy Officer, Refinitiv

Ms Artz shared a report into the true cost of financial crime which she believes indicates
the amount of work still necessary. Financial crime costs the world economy more than
$2.5 trillion a year, which is equivalent to the GDP of the UK. The estimated amount of
money laundered per year is 2.5% of global GDP. There are an estimated 21 million
victims of modern-day slavery, while UNICEF estimates 150 million children are forced to
work worldwide, 85% of whom are engaged in hazardous work. All these nefarious
activities are related closely to cyber crime. Ms Artz said that “there is an increasingly
complex legislative framework designed to tackle the effects of financial crime, but is it
working?” Banks now spend on average $60 million per year on anti-money laundering

compliance. The cost of compliance is rising, and there is a huge amount of data to
conduct due diligence. Ms Artz pointed out that only 0.1% of the proceeds of financial
crime are seized or frozen, and 41% of incidents of financial crime are not reported. She
said it’s difficult to combat financial crime due to increased globalisation, the complexity

of supply chains, innovation in technologies that have allowed the movement of money
anywhere in the world, and the fact that many businesses interact with thousands of
suppliers, making the logistics of screening extremely difficult. She questioned the
effectiveness of current legislation and actions to combat financial crime in all its various
forms.

Criminal elements will continue
to attempt to exploit weakness
in systems and people, and
negate fraud prevention tools …
with real impacts.

Derek Ho
Assistant General Counsel, Privacy and Data Protection, Mastercard
Mr Ho described Mastercard’s four-party model between consumer, issuer, acquirer and
merchant. He said that “criminal elements will continue to attempt to exploit weakness in
systems and people, and negate fraud prevention tools … with real impacts.” Over 20%

of fraud victims stopped using online banking and moved towards more expensive modes
of interacting with the financial institution. Victims of fraud make other radical decisions
including avoiding certain merchants (36%), switching forms of payment (31%) and
spending less money (27%). Mr Ho pointed out that AI is good at recognising patterns,
hence it is being used to identify patterns to leverage effective fraud prevention, which is
also enabled by cross-border data transfers and regulatory frameworks which recognise
legitimate interest processing. He said that fraud prevention tools need two key elements
within the regulatory landscape: the ability to transfer data, as the more data analysed, the
more that fraud can be detected; and to move from consent to other legal processing
principles such as risk-based processing. Finally he overviewed the regulatory
landscape, focusing on PSD2 which provides strong customer authentication, and the EPrivacy regulation which allows the processing of e-communications data in EEA.

Open discussion
Panel Two: New technology, data collection and privacy – where can
we find the balance?
The Moderator asked what first steps can be taken to mitigate the risks described by
panellists. Mr Ivan said that technology will develop at a much faster rate than the
legislative process, so it’s important to prepare citizens for what’s next and to help them
deal with new technologies. He believes that greater investment is required in digital and
financial literacy. Mr Zilgalvis added the necessity for security by design following the NIS,
privacy by design in accordance with the GDPR, and further application of the very strong
consumer protection capacity in the EU. Mr Wiewiórowski said three things are necessary:
“get to know, not to blur, and to do!” By this he means understanding technologies in full;
not getting confused by or over-using the buzzwords; and putting into practice the
solutions. For Ms Artz, she believes there is a fear of new technology and the risks it brings,
but it has to be embraced, and there must be flexibility in how existing principles are
applied to those risks. Mr Ho said that certifications and trust marks are key, as they give
approval to a consumer that something is fit for purpose and that data is being used in the
correct way.
The Moderator asked how the use of Blockchain ledger technology within financial
institutions could influence the legislation concerning data privacy. Mr Zilgalvis said that
the GDPR is not going to be changed, but has to be applied. One action in the FinTech
action plan involves an expert group looking at the body of financial legislation to see if

there are barriers to the rollout of new technologies. It also is looking at the use of
regulatory sandboxes for new technologies. He thinks the principles of GDPR are
extremely applicable to decentralised technologies in general, and Blockchain in
particular.
A delegate asked if there are any potential conflicts between GDPR and other regulations
such as Anti-Money Laundering (AML) and Know Your Customer (KYC). Ms Artz said that
one of the biggest challenges pertaining to AML is that money laundering is a global
problem. “In the EU we have AML legislation but it is limited in its scope. The reality is that
AML regulation needs to be done on a global basis.” She said that this requires
information to be shared within firms and between the private and public sectors in order
to identify financial crime incidents and trends, and act upon this data.
A delegate asked whether the panel sees potential conflicts between the E-Privacy and
AML regulations. Mr Ho noted that the most recent draft at Council references fraud and
security as falling outside of the E-Privacy regulation. He said that having a consistent
regulatory landscape is essential, and that payment system providers want to comply with
both PSD2 and the E-Privacy regulation. It’s therefore incumbent on everyone to ensure
space exists for all to comply with both regulations, and not to be forced to choose
between them.
The Moderator asked how should the concept of ‘privacy paradox’ be addressed (users
being concerned about privacy, but not applying their concerns to their behaviour). Mr Ho
does not see this privacy paradox existing as a common factor among the whole
population. He said that Mastercard has conducted surveys which show that 18-20% of
various countries throughout the world would not shop online, no matter what the value.
Mr Wiewiórowski confirmed this figure; at a recent conference, delegates could choose
whether to be photographed or not, and around 20% did not give their consent.

